PRESENTATION OF SOFTWARE TOOL
FOR EMBEDDING AND
EXTRACTING HIDDEN MESSAGES IN
AUDIO FILES
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DEFINITIONS

STEGANOGRAPHY IS THE PRACTICE OF CONCEALING MESSAGES OR
INFORMATION WITHIN OTHER NONSECRET TEXT OR DATA.

STEGANALYSIS IS THE STUDY OF DETECTING MESSAGES HIDDEN
USING STEGANOGRAPHY.

MESSAGE IS CONCEALED INFORMATION.
CONTAINER IS THE DATA USED FOR HIDING MESSAGES.
STEGO IS A CONTAINER CONTAINING A SECRET MESSAGE.



STEGANOGRAPHY APPLICATIONS

* WATERMARKING
°* FINGERPRINTING
* CAPTIONING
* DATA HIDING
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EMBEDDING ALGORITHM
NOTCH FILTER (950 ~ 1050 HZ, 1450 - 1550 HZ)

The spectrum of the original signal The spectrum of the filtered signal



EMBEDDING ALGORITHM
BINARY FREQUENCY SHIFT KEYING
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EMBEDDING ALGORITHM
RESULTING SIGNAL (950 — 1050 HZ, 1450 — 1550 HZ. SPEECH)
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EMBEDDING ALGORITHM
RESULTING SIGNAL (950 — 1050 HZ, 1450 — 1550 HZ. MUSIC)
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EXTRACTION ALGORITHM
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EXTRACTION ALGORITHM
BAND-PASS FILTER (950 — 1050 HZ, 1450 ~ 1550 HZ)

The spectrum of the stego signal The spectrum of the filtered signal
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EXTRACTION ALGORITHM
EXTRACTED SIGNAL
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SOFTWARE TOOL
CONTAINER
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SOFTWARE TOOL
ANALYSIS

IE Crercananns

MapameTtpel [aHHEIE 0 BCTPAWMEEHKK

. TEKCTCIBI:IEI'I eNCTaBNeHWe BCTpOSHHOM O CI:II:IE eHWA
MeanmuTyna 0,000 (0-1) s - -

OBiwee KonMuecTED BUT: 2T NpYMEpP CHPEITOro cooblWEeHMA

Yactora O (0 - 22050 M) KonuuecTeo GuT Ges BCTPAWMEEHWRA:
YactoTa 1 (0 - 22050 M) KonuyecTso BCTpOEHHE BKT:
Komuuecteo 0:

COrcuetoe Ha 1 Gur (1-65536) Kommuecteo 1:

TecToBbIA pexam
MNopar ofHapyxeHWA

TewcT cooflweHwA AnA cpaeHerA (29 ks 4288)

) 370 NpKMep CKpeIToro cooblweHnA
paevneHo HeoBHapykeHHeD: GuT: 34072 (100.00% )

Fnauenwe: 1,28E-06 [NpaernsHo oBHapyXeHB U pasmayerHsn: Bt 232 ( 100,00% )
MoxHe: HeoGHapysxerain: 0 (0,005 )
MoskHboe obHapyxerwin: 0 (0,000 )

Neoskrboe pasmagenin: 0 (0,005 )

BuToEaR KapTa BeinonHuTE

_ OGpaBoTtaHo cermenTos: 268 ns 268 (100% )




SOFTWARE TOOL
ANALYSIS

IE Crercananms

MNapameTtpel [aHHEE 0 BCTREWEEHMM

TexcTosoe nNpeacTaEneEHWE ECTROEHHOM D cooGWeHMA

Apnnwtyga  |0.0001 (0-1)
e Mp Auo D! Wy ™ Tps_ e Ons 0yOpl7HT

Ofwes KONMUECTED GKT:
UacTota 0 (0 - 22050 ') KomuecTeo BT Des BCTpPaMBaHWA:

Yactora 1 (0 - 22050 M) KonuuecTeo BCTPOSHHED BT

KomwyecTtso 0:

Crcuetoe Ha 1 GuT (1-65536) Konwuecteo 1:

TecToBbIA pexam
Mopor ofHapyxeHnA

TekcT coobwernA anA cpaeHeHA (29 s 5460)

) 370 NpMMED CKPbITOro coofileHuA
paeuneHo HeofHapyxeHHeD: GuT: 43389 ( 100.00% )

JHauenwe: 1E-06 [paEvneHo ofHapYXEHBI M pa3NMYeHHeD GuT: 118 (40.27% )
MNoxHeo HeoBnapyxeran: 2 [ 0,00% )
MoHen: obHapyxenwia: 63 (21,500 )

NMoskHeos pasmagenwin: 112 [ 38.23%)

BuTtoean kapta BrinonHuTe

_ OBpaboTtaHo cermenTos: 268 ns 268 (100% )




CONCLUSIONS

In work results of development of a software for embedding,
extraction, detection and reading of messages in audiofiles are
provided. The methodology of work and program implementation
belong 1o a steganography - one of the main directions of information
security.

The methodology and software are a basis for steganography systems
with frequency hopping (FH) and with a variation of prosodic
parameters of the speech creation.
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MONOGRAPH
TECHNOLOGY OF EMBEDDING DIGITAL WATERMARKS IN AUDIO

In our work developing the ideas presented in the
O MnacTyHos book "Technology of embedding digital watermarks in
By A e audio” (Gurin A.V., Zharkikh A.A. Plastunov V.Y.).
BCTPaVBaHNS Various aspects of ftechnologies of embedding of
s s eps SO digital watermarks in an audiosignal are presented in the
& EAOCarT monograph. The general principles of embedding of
digital watermarks are given. Embedding in audiosignals
Is considered. Therefore physics of a sound, physiology of
perception of a sound by the human, the principles of
digital-analog and analog-digital transformation of signals
and some formats of audiofiles are presented.
Technologies of embedding are presented by known and
new methods. Feature of the monograph is that the
majority of the given methods are based on scientific
publications of authors.
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